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1. INTRODUCTION 

The A 5" generation (5G) technology is one of most important wireless access technology, which is 
developed and improved by the 3rd generation partnership project (3GPP), 5G new radio (NR) is 
characterized many usage state to enhancing mobile broadband (eMBB), massive machine type 
communications (mMTC), critical machine type communication (CMTC), and ultra-reliable low latency 
communication (URLLC) [1]. 5G wireless technology is deliver high data rate with high speed, more 
reliability, more network capacity, higher performance, and connect a new industry [2]. 5G technology 
improved special types of internet of things (IoT) like internet of vehicles (IoV) is, since it provides suitable 
latency and higher mobility [3]. According to 5G new radio specification technology input data and control 
data stream are encoding and decoding through medium access control (MAC) layer to produce transport and 
control services to next processor stage [4]. 

5G NR consist of many physical channels explained in downlink channels and uplink channels, 
where downlink physical channels contain many channels like physical downlink shared channel (PDSCH), 
the physical broadcast channel (PBCH), physical downlink control channel (PDCCH), and the uplink 
physical channels consist of the physical uplink control channel (PUCCH) [5], [6]. Physical uplink shared 
channel (PUSCH), the physical random access channel (PRACH), and many other channels in downlink/ 
uplink channels. The mainly channels that used to transmitted data are PUSCH and the PDCCH. The 
enhanced mobile broadband eMBB required high transmission data rates channel coding scheme is depended 
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on detection and correction of errors, interleaving rate, matching and control information mapping that 
splitting onto/physical channels [7], [8]. 

Cyclic redundancy check (CRC) code is a highly error detection method which is integrity mechanism 
used in 5G industrial use, CRC codes can be consider as a first line of defense against errors by detection data 
packets corruption between the transmitter and receiver in a communication link [9]-[11]. CRC code is used for 
error detection for many applications like digital communication, control system, data storage and data 
compression [12]. With a growth of 5G technology, a new technologies and attractive strategies have been 
appeared, which mean many challenges are appeared to error detection and correction strategies. Specifically, 
there are many applications involved in five generation technology like IoT applications; therefore, 5G required 
lightweight and robust error control algorithms to support these applications [13]. This paper is organized as 
follows. In section 1, introduction to 5G NR and CRC technique, section 2 we describe transport code and CRC 
polynomials that use in 5G. In section 3 we introduce proposed system result with different polynomials size. 
Finally, section 4 we conclude the paper results. 


2. DESIGN METHOD 

In this section, a brief description of the proposed CRC algorithm technique with different CRC 
polynomials code that suitable for 5G NR to detect error then corrected it using dynamic grant on PDCCH 
asynchronous hybrid-ARQ (HARQ) uplink and design it with VHDL to be integrated then using field- 
programmable gate array (FPGA) using kit like Xilinx evaluation kit ZYNQ-7000 ZC706+ADRV9371. The 
design circuits have been tested with different input data at the transmitter side and checked at the recived side 
to detected error with two cenario when data received is correct and when received data has an error. The CRC 
circuits in 5G NR required number of slices LUTs for each circuit with different polynomials are explained. 


2.1. 5G and proposal system techniques 

In 5G NR data has been organized in MAC layer at the transport block then transmits it to the 
physical layer, where the maximum size of transport block is 1,277,992. In transport layer instead of adding 
CRC bits at the end of data, CRC bits are distributed as segments with information bits. The segmentation of 
the transport block data and CRC code is explained in Figure 1 [6], [14]. 


Figure 1. Transport block and code block 


If transport data block size is more than 3,824, a (16-bit), then CRC is added as trailer to the 
transport block. Otherwise, a (24-bit) CRC is added to transport block. Then the transport block splits for 
many code blocks which are equal size when the transport block data size is exceed a threshold. The 
maximum code block size number in 5G NR is 8448. at the same time 24-bit CRC is redundant at each code 
block at segmentation processing, as consequence of the difference size of transport data block size and code 
block size make the CRC technique scheme is suitable to detected error in transport and code blocks. Let the 
input data bits computed by ao, ai, a2,..., aa-1, While parity bits as po, pi, p2,..., pr-1, where А is the input 
sequence size and L is parity bit number. The parity bits are generated by one of the following cyclic 
generator polynomials which explained in explain in Table 1, while the CRC encoding is obtained in the 
following systematic form: 


a0XA-L—1-a1XAc*L—2-:-caA—AÀXL + pOXL — 1+ p1XL — 2+...+pL —2X1 t pL— 1 (1) 
If the remainder of division data corresponding to CRC polynomial equal to zero then the data will 


pass to the next processing (data is correct), else data has a corrupted bit. Then the generated CRC bits (the 
remainder) are attachment by bo, bi, b2,..., Бв-1, where: 
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In this paper six CRC polynomial codes are proposed to design in VHDL to different data size. These 
CRC polynomials codes are explained in Table 1 [15], [16]. Then, CRC code can be implemented by direct 
calculation which required linear feedback shift register (LFSR) and XOR-ing operations for each bit that give 
CRC to detect single and burst error, which make it suitable for any systems using Turbo code [17], [18]. Due to, 
this scheme is mainly used in many actual systems. So, CRC code is help to decided which the data was corrected 
or corrupted, then we can be implemented CRC circuit by as a serial processing or parallel processing [19]. 

For 5G NR the PDCCH for downlink channel data is scheduling, for down link control information 
(DCI), radio resource, timing information of the hybrid ARQ-acknowledgement (HARQ-ACK) feedback 
which is depended on CRC output data, the construction of transport block coding segmentation and CRC 
polar codes can be reduce the computational complexity of system and the required memory space [20], [21]. 
VHDL is a high-level computer language, which is used to design and described hard-ware structure of the 
circuit. There are many reasons to use VHDL, if you need to design any circuit you need (schematic of 
circuit or truth table or sum of product function or product of sum function) this method is suitable for small 
or medium circuit but for huge circuit like microprocessor or any communication system that will be hardly 
for that VHDL is provide as with simple and cheap method to design circuit, with property of redesign and 
modify of circuit companied with FPGA so VHDL is help to development the electronic design automation 
(EDA) tools to improving your design to more advanced without having to re-enter your circuit descriptions, 
and gives ability to implemented circuit into (ASICs, FPGAs, and complex PLDs) [22], [23]. 


Table 1. 5G polynomials with suitable CRC 


CRC Polynomial 
CRC6 х6+х5+1 
CRCII х!!+х!®+х?+х°+1 
СЕС16 х!б+х!?+х?”+1 
СЕС24А х?%ї+х®+х!#+х!7+х!#++х!!+х!0+х7+х°+х°+х°+х%+х+1 
CRC24B х24+х23+х6+х+х+1 
CRC24C Xxx ex ex 4x Pax Bex xx 4х2 +х+ 1 


3. RESULTS AND DISCUSSION 

In this paper the CRC transmitted circuit and CRC received circuit are designed with 6 CRC divisor 
with different data size and with two states error and corrected data using VHDL. The designed system with 
FPGA has been given many efficient properties, make it very confirm to building up constituents of 5G 
system. The FPGA kit is offer a less energy consumption for cellular system, good performance for channel 
coding such as turbo codes/low density parity check (LDPC) codes, flexibility in modifications, and 
implementation complex system with performance trade-off [24]-[27]. 


3.1. CRC6 

For 5G NR the in the uplink control channel should be done using CRC6 to error detection when the 
transport block size A have a value 12<A<19 [8], so the CRC encoder and decoder circuit was design using 
VHDL, with random input data (16 bits). CRC6 transmitter circuit block explain in Figure 2, with input data 
bit (16 bits) and output data bits (23 bits). The CRC encoder circuit required 49 slice LUTs. On the other side 
CRC decoder circuit is received data and checking it, if it is correct (retrans=(00)HEX), else data has been 
corrupted, the CRC received circuit block is shown in Figure 3, which consist of 177 slice LUTs. 


Figure 2. CRC6 transmitter circuit Figure 3. CRC6 receiver circuit 
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3.2. СЕС11 

CRC11 suitable for the downlink control channel when the transport block size is 20<A<1706. The 
transmitter circuit block diagram of CRC11 with random input data bits (1024 bits) and divisor with 12 bits 
where output data consist of 1035 bits and remainder signal which represented the redundancy data bits 
added to original data, CRC11 encoder circuit consist 6139 slice LUTs, апа CRC11 decoder circuit contain 
6205 slice LUTs CRC11 encoder and decoder circuit is explain in Figures 4 and 5. 


CRC11ENCODERTX CRC11DECODERX 


datain (1023:0 outmessage(1034 DATAFRAME(1034:0 RECEIVED(1034:11) 


DIVISOR(11:0 


remend(10:0) CLOCK RETRANS(10:0) 


CRC11ENCODERTX CRC11DECODERX 
Figure 4. CRC11 transmitter circuit Figure 5. CRC11 receiver circuit 
3.3. CRC16 


CRCI6 is used when the transport block size A for uplink shared channel and downlink shared 
channels is 1<A<3824, the random input data that selected is (3824 bits) to transmitted it after implemented 
CRC algorithm on it, CRC encoder and decoder circuit pins is explained in Figures 6 and 7, while CRC 
encoder circuit contain 30728 slice LUTs and CRC 16 decoder have 30856 slice LUTs. 


CRC16ENCODERT XX CRC16DECODERRX 


datain (3839:0 outmessage(3855:0) DATAFRAME(3855:0 RECEIVED(3855:16) 
DIVISOR(16:0 


remend(15:0) RETRANS(15:0) 


CRC16ENCODERT XX CRC16DECODERRX 


Figure 6. CRC16 transmitter circuit Figure 7. CRC16 receiver circuit 


3.4. CRC24A 

When transport block size between 3824<A<8424, CRC24A is proposed. We supposed a random data 
bit with size (3984 bits) that will be processed at CRC transmitter circuit is explained in Figure 8, that consist of 
48,300 slice LUTs. Where CRC24A receiver circuit is explained Figure 9, and it have 48588 slice LUTs. 


CRC24AENCODERTX CRC24AENCODERTX 


datain (4023:0 outmessage(4047:0) datain (4023:0 outmessage(4047:0) 
div(24:0 


remend(23:0) clk remend(23:0) 


CRC24AENCODERTX CRC24AENCODERTX 


Figure 8. CRC24A transmitter circuit Figure 9. CRC24A receiver circuit 
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3.5. CRC24B 

For the uplink shared channels and downlink shared channels, the CRC24B is suggested combining 
with LDPC with block sizes A<8424. In this CRC code the random input data is (3,984 bits) after treatment 
with CRC code, as shown in Figure 10, which is need 48,300 slices LUTs on the other hand the received data 
circuit need 48,108 slices LUTs, and block received is explain in Figure 11. 


CRCENCODER24BTX CRC24BDECODERRX 


datain (4023:0 outmessage(4047:0) DATAFRAME(4007:0 RECEIVED(4007:24) 


DIVISOR(24:0 


remend(23:0) RETRANS(23:0) 


CRCENCODER24BTX CRC24BDECODERRX 


Figure 10. CRC24B transmitter circuit Figure 11. CRC24B receiver circuit 


3.6. CRC24C 

At the 5G downlink broadcast channel, if A is less or equal to 8,424 CRC24C is proposed, the input 
data size (3,984) which have been encoding in CRC24C at the transmitter side that obtained in Figure 12, 
which is required 48,300 slices LUTs. The decoder circuit at the receiver side is explain in Figure 13 which 
required 48,108 LUTs slice. The divisor value, input of encoder data bits, output of CRC encoder circuit data 
bits, input data of CRC decoder circuit which use the same divisor of CRC encoder, and output state is 
explained in Table 2. 


CRC24CENCODERTX 


| datain (4023:0 outmessage(4047:0) | 


CRCDECODERRX24C 


DATAFRAME(4007:0 RECEIVED(4007:24) 
div(24:0 DIVISOR(24:0 


remend(23:0) RETRANS(23:0) 


CRC24CENCODERTX CRCDECODERRX24C 


Figure 12. CRC24C transmitter circuit Figure 13. CRC24C receiver circuit 


The output wave form that explained in Table 2 for CRC encoder and decoder circuits is shown in 
figures that explained below. At CRC6 the input data (FFFE)HEX is coded to (7FFF4C)HEX and transmitted 
through transmission medium as in Figure 14(a), at the receiver side the circuit have two state: the data has 
been received corrected (7FFF4C)HEX where (retrains=00) so CRC receiver circuit remove the redundancy 
bits and upload data to next process as in Figure 14(b), or data has been corrupted then CRC6 detected error 
and generated any other signal except (retrains=00) signal so receiver corrected error data as shown in 
Figure 14(c). This process is similar for all other CRC transmitter and receiver circuits waveform, which 
СВСИ is explained in Figures 15(a) and (b), CRC16 output wave form is obtained in Figures 16(a)-(c), 
CRC24A encoder and decoder output wave form is shown in Figures 17(a)-(c), CRC24B output wave form 
shown in Figures 18(a)-(c), and CRC24C encoder and decoder circuit is shown in Figures 19(a)-(c). 
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Table 2. CRC output waveform resulst for different CRC divisor and data 


CRC Divisor for Input data to Output data to CRC Input data to CRC Output error Received data 
Lone CRC encoder CRC encoder encoder (transmitter decoder (received signal state: 
УР and decoder circuit) circuit) (RETRANS) 
CRC6 (6 1 )нех (FFFE) нех (7FFFAC)ugx (7FFF4C) ex (00) Hex Correct 
(7FFFOC) rex (OD) nex Corrupted 
CRCII (701)нех (FFFFFFFFFF8 | (7FFFFFFFFFCO00 | (7FFFFFFFFFCO000 (000)нех Correct 
000....FFFFFF Оз: FFFFFFF7El) ......... FFFFFFF7E1) 
ЕЕЕ) ex HEX HEX 
(557FFFFFFFCO0000 (155)нех Corrupted 
ТА FFFFFFF7E 
Durex 
CRC16 (11021)нех (FFFFFF00000 (FFFFFFO0000...... (FFFFFF0000000....0 (0000)нех Correct 
0....000000FFF . ....00000FFFFFFD ООРЕЕЕЕЕРА68)нех 
ЕЕЕ)нкх Аб8)нех (FFF0000000....... 000  (AFAP)uex Corrupted 
000FFFFFFDA68)urx 
CRC24 (1864СЕВ)нех (FFFF00000000 — (FFFF000000000... (FFFF000000000...... (000000)нех Correct 
A Оз BEBE РЕА FFFF . 2... FFFFC57182)u 
Е)нкх С57182)нех EX 
(OFFF000000000...... (549Е70)нех Corrupted 
scs ейун FFFF 
С57182)нех 
CRC24 (1800063)нех (FFFFFF00000 (FFFFFF0000000...  (FFFFFF0000000...... (000000)нех Correct 
B 00...... FFFFFF — ...FFFFFF ...FFFFFF E85600) 
)HEX Е85600)нех HEX 
(AEAFFF0000000... (B7E60A)ugex Corrupted 
Td FFFFFF 
Е85600)нех 
CRC24 (1В2В117)нех (AAAAAAAA (АААААААААСО  (AAAAAAAAACOO0 (000000) ex Correct 
C ACOO...... FFFF 0............ FFFFFF ш... FFFFFF 
(AAAAAAAAACO00 (83С318)нех Corrupted 
exer FFFABF 
DB8344)uxx 
Current Simulation 
Time: 1000 ns 200 T T | T | 10 
an ск 1 | | | 
= BKdetantiso 1. (C 7388000 7000707 Е | 
= 8X di7-0) и ето —-—sá— U—:  —""'—— Oý 
= Э4тетепав:о | тпас mo Kd 
9 BKoumessa. 2. (231000000) 7 79W-FFRAG | 


Current Simulation 
Time: 1000 ns 


BN clock 1 


= &Х datafram... 2 
[€ 94 divisor[7:0] 

= 24 retrans[6:0] 
ҥ GX received[23:7] 1... 


Current Simulation 


Time: 1000 ns 

ал 1 
+] X datafram... 2 
+ GX divisor[7:0] 


+ XC retrans[6:0] 
+ Bt received[23:7] 1... 


200 


240. 


400 


600 


600 
| 


24'h7FFF0C 


800 10 


(с) 


gn61 
Ll -— ———— ИЯ 
( mon у AlPMFFFE — 


Figure 14. CRC6 (a) transmitter circuit waveform, (b) receiver circuit waveform (corrected data), and 
(c) receiver circuit waveform (corrupted data) 
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Current Simulation 
Time: 2е+06 ps 00 | 1999600 | 1999700 | 1999800 | 1999900 ! 20000 

MM ск 1 
+ x datain[1023:0] Es 1024'hFFFFFFFFFF800000000000000000000000000000000000000000000000000000000000000. 
& 5 11:0] t. | 12һ701 
+ SX remend[10:0] 1. | 11h7E1 
= 5 outmessage[1034:0] 1... 1035'h7FFFFFFFFFC00000000000000000000000000000000000000000000000000000000000000. 

(a) 

Current Simulation 

Time: 2е+06 ps 658800 659000 659200 659400 659600 

| | | | | | | | | | 

y сЕ 
+ 5Х datafram... ү 1035'h7FFFFFFFFFC000000000000000000000000000000000000000000000000000000000000000000000000 
= BM diviso[1t:0] | 1.. | 12701 
a BA retrans[10:0] 1... 11000 
+ gx received... EL 1024'hFFFFFFFFFF8000000000000000000000000000000000000000000000000000000000000000000000000. 

(b) 
Figure 15. CRC11 (a) transmitter circuit waveform and (b) receiver circuit waveform (corrected data) 
Current Simulation 
Time: 2e+06 ps 501200 501600 502000 502400 502800 
| | | | | | | | | | 

al ск 1 | 
= Б ба!аїп[3823:0] 3| 3824'hFFFFFF0000000000000000000000000000000000000000000000000000000000000000000000000 
= BM div|16:0] 1 | 1711021 
8 94  remend[15:0] 1 | 16'hDA68 

3 


= GX outmessage[3839:0] 
(a) 
Current Simulation 
Time: 2е+06 ps 0 1999200 1999400 1999600 1999800 20000 
| | | | | 
an 1 
= X datafram... 3. : i 000000 j 
= 5 divisor[18:0] 1... | 17711021 
= 94 retrans[15:0] 1... | 16'h0000 
+ 24 received... s 3824'hFFF. 00000000000000000000000000000000000000000000000000000000000000000000000000000 
(b) 
Current Simulation 
Time: 2e+06 ps | „е | "m | — | шш | 502800 
&Л clock 1 
8 94 datafram... 3. | 
+ BA divisor[16:0] 1. | 171811021 
+ GX retrans[15:0] 1.[ 46'hAFAF 
3 


9 СХ received... 3824'hCCCFFF0000000000000000000000000000000000000000000000000000000000000000000000000000000 


(c) 


Figure 16. CRC16 (a) transmitter circuit waveform, (b) receiver circuit waveform (corrected data), and 
(c) receiver circuit waveform (corrupted data) 


Design of CRC circuit for 5G system using VHDL (Adham Hadi Saleh) 


2132 O ISSN: 2302-9285 


Current Simulation 


Time: 2e+06 ps )0 к к= — 1 li id 20000 
| | | | | 
an (eee eee o Loon, eee 
= gX datain[3983:0] 3... 3984'hFFFF0000000000000000000000000000000000000000000000000000000000000000000000000000000. 
+ BK div[24:0] 2. 25'h1864CFB 
= 2 remend[23:0] 2... | 24'hC57182 
= © outmessa... 4... 4008'hFFFF0000000000000000000000000000000000000000000000000000000000000000000000000000000. 
(a) 
Current Simulation 
Time: 2e+06 ps 1989600 1990000 so ha A 19912 
| | | | | 
АЙ clock 1 [| [11 [1 [1 [Г J 1 | T I 
+] A dataframef4... 4008'hFF... 4008'hFFFF000000000000000000000000000000000000000000000000000000000000000000000. 
+ GX divisor[24:0] 25h1864CFB 25'h1864CFB 
+ ex retrans[23:0] 241000000 24'h000000 
+ GX received[4007:24] 3984°hFF... 3984'hFFFF000000000000000000000000000000000000000000000000000000000000000000000. 


(b) 


Current Simulation 
Time: 2547.1 ns 1648 1848 2048 2248 2448 


| | | | | | | | | | 
Дак SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSNNS 


= 24 datain[4007:0] [4008'10ЕЕЕ0000000000000000000000000000000000000000000000000000000000000000000000000000000. 
= BX 9м24:0] 25h1864CFB 


= Gt remend[23:0] 
+ Б} outmessa... 


MBA 


(032'hOFFF0000000000000000000000000000000000000000000000000000000000000000000000000000000. 


(c) 


ANN BO 


Figure 17. CRC 24A (a) transmitter circuit waveform, (b) receiver circuit waveform (corrected data), and 
(c) receiver circuit waveform (corrupted data) 


Current Simulation 


Time: 2e+06 ps 0 | 1998400 | 1998800 i 1999200 i 1999600 | 20000 
ай ок ШЕН ри ШЕЛ илы ШЕН ао ИЕН аке ЕР аар ШЕШ ars ERN ЫП ТЕШ ЕЕЕ ШЕП ЕЕ КЕЙ БЕЛ 
= Б datain[3983:0] 3... 98 ЕЕЕЕ00000000000000000000000000000000000000000000000000000000000000000000000000000 
иии ъъ 
= BKéremendz30] 2. E ^^ 
El GX outmessa... T DOS FF Do000000000000000000000000000000000000000000000000000000000000000000000000000 


(a) 


Current Simulation 


Time: 2e+06 ps )0 1 zn ua 1 “Г 1 TI 1 — 20000 
| | | | | 
ай cock БЕНЕН A: Е НН ЕР ИЛИП IEEE ИШЕНЕ ECCE [PES 


A datafram... 
ӘЙ divisor[24:0] 
ӘЙ retrans[23:0] 
A received... 


00 FFFFF00000000000000000000000000000000000000000000000000000000000000000000000000000._ 


[ 3984nFFF 00000000000000000000000000000000000000000000000000000000000000000000000000000. 


(b) 


Current Simulation 


Tine 20306 ps 20 1999600 1999700 1999800 1999900 20000 
| | | | | | І | | 
an © _____ D p Ll Н 
&X datafram... 4 4008'hAEAFFF00000000000000000000000000000000000000000000000000000000000000000000000000000. 
ӘЙ divisor24:0] | 2 2511800063 
gXremans230] 2. [ПАРОВ ЕО 
ex received... 3. 3984'hAEAFFF00000000000000000000000000000000000000000000000000000000000000000000000000000. 


(c) 


Figure 18. CRC 24B (a) transmitter circuit waveform, (b) receiver circuit waveform (corrected data), and 
(c) receiver circuit waveform (corrupted data) 
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Current Simulation 
Time: 2000 ns "D "T 


a талаларда 
E Id datain[3983:0] 3... 
= @ div[24:0] 2s 25h1B2B117 
9 Б outmessa... 4... 400О8'ПАААА Co000000000000000000000000000000000000000000000000000000000000000000000000000 
= gx 2. 241068344 

(а) 
Current Simulation 

Time: 2e*06 ps 0 | — | =" | — | =" | 20000 

АД clock 1 
* ex datafram... 4... 4008'hAAAAAAAACOO000000000000000000000000000000000000000000000000000000000000000000000000 
El gX divisor[24:0] 2... 2511828117 
+ СХ retrans[23:0] 2... 241000000 
+ x received... qu 3984'hAAAAAAAACOO000000000000000000000000000000000000000000000000000000000000000000000000 

(b) 
Current Simulation 

Time: 1е+06 ps | 59200 | 59400 | 59600 ! 59800 | 600 

Sil clock 1 
+ GX datafram... 4... 4008 AACOO000000000000000000000000000000000000000000000000000000000000000000000000 
+ GX divisor[24:0) ^ 2.. 25h1B2B117 
+ ӘЙ retrans[23:0] 2... 24'h83C318 
9 ex received... < З 3984'hAAAAAAAACOO0000000000000000000000000000000000000000000000000000000000000000000000000 


4. 


(c) 


Figure 19. CRC24C (a) transmitter circuit waveform, (b) receiver circuit waveform (corrected data), and 


(c) receiver circuit waveform (corrupted data) 


CONCLUSION 
CRC circuits with different generated polynomial (CRC6, CRC11, CRC16, CRC24A, CRC24B, 


CRC24B, and CRC24C) which is used in 5G NR are designed and implemented as an encoder and decoder 
circuits using VHDL successfully. The receiver output is referring to the data are correct or it has single or 
burst error through the output pin (retrans), if data correct (retrans=0) else data was ignored and need to be 
corrected; the output wave form results are match with expected output data. The proposed CRC circuits with 
different polynomials can be design and implemented using VHDL and FPGA kit and can be benefit of CRC 
properties and CRC implemented in serial and parallel form, that make this system suitable to be integrated. 
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